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1. DATA CONTROLLER APPOINTMENT

The data controller is the natural person who determines the purpose and the means of the
processing as well as the technical and organisational means of the protection of personal data.

Data Controller Legal responsibility towards third parties and

supervisory or legal authorities
The data controller is the legal person legally responsible for the processing. The
name of the legal person (i.e. corporate name) is completed by the function and

the full name of the natural representative (either CEO, General Manager, President

or Manager depending on the company's corporate form).

External

Internal Data Controller

He is the pilot of the process (or his relay in the business
unit), he is the Data Controller from the
operational point of view.

Internally responsible for the process he is steering

Data Processor
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: The data processor is the person who
H manages the processing on a daily
.
.
1
.
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Internal

basis and/or interacts with the
processing regularly.

Internally responsible with regards to the processing
operations and the personal data he/she handles
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2. IDENTIFICATION & PROCESS

The GDPR concerns all Egis group companies.

Sensitive data GDPR Art.9

O For an easy identification, Egis has created a mapping of the concerned data. Racinl or et [ o ommaon
origin
o_ o Legal data
1. Non sensitive personal data Data reveling Cominalsetances
L Criminal records
2. SenSItlve personal data. galt_a.revealing Uniqu;identification number
ZEi::%:SE:iJEIEC:al EES:?:P:ZZC urity number
O The protection of personal data consists above all in making sure that the trade Datarevelng | lometric e
. Trade Union Contour of the hand
processes do only use adequate and strictly necessary data. Activity Fingerprit
Facial recognition
Genetic Data
. . Bank details ) _
O A trade process has a purpose, i.e. the purpose of the process (1) and a processing (2) | &k Tyt
that will use a file (3) containing personal data. & S

Exemple : contact data base
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3. DATA PROTECTION AND INFORMATION SYSTEMS
SECURITY FOR ITS CUSTOMERS

m "Security and Privacy by design” : Security and protection of personal data integrated since
project design stage

m ISO 27001 Information Systems Security as a guidance, and achieving ISO certification if
needed (Egis Road and Tunnel Operation and GoSafe in Ireland, Connect Plus Services in the
UK, Egis Parking Services in Amsterdam...)

m Business impacts analysis, organization and security management system, drafting of
policies and procedures encompassing logical and physical security, etc.

m Data location and cloud provider selection with high carefulness
m Vulnerability assessments and penetration testing performed during operation phase on a

regular basis, employees training, etc.
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m Network of cyber security correspondents supported by the Group's CISO



GDPR APPLICATION : MOBILITY SERVICES

s e 01. On Street Parking enforcement
L..UV?’ : A e R = Cities of Paris and Amsterdam
emission : - -

02. Free Flow electronic tolling

03. Mobile speed enforcement
Go Safe // IRELAND

04. Low Emission Zone
UK, Netherlands

05. Mobility services in Rotterdam
Peek traffic avoidance
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THANK YOU

Pascal LEMONNIER
Executive Director of Business (MENS)
Pascal.lemonnier@egis.fr
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